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Abstract: This study evaluates the efficiency of various facial recognition camera systems used to control access in agri-
-food production environments, focusing on their ability to identify individuals based on biometric facial traits. It is also
important to prevent the movement of unwanted persons into the production premises in the agri-food complex. The
main goal was to assess how these factors influence the recognition performance and to determine the most reliable
system for preventing unauthorised entry. The results show notable performance disparities between the devices tested.
It can be concluded in this research that there are statistically significant differences between the maternal, professional
and semi-professional systems. The device that is most suited is the HIKVISION iDS-2CD8426GO0/F-I, achieving the
best average performance score. This is based on usual recognition times. These tests indicate that the HIKVISION
DS-2DE7232IW-AE(S5), which obtained an average rating of 2.216789, is the second-best acceptable device. With a
score of 2.842113, HIKVISION DS-2CD2H45FWD-IZS (2.8—12 mm) (B) received, without a doubt, the lowest ranking.
Given the outcomes, systems with superior recognition capabilities like the iDS-2CD8426GO0/F-I are best to use for
critical access control applications and to also minimise the use of facial coverings in sensitive areas to ensure reliable
identification and higher levels of security of agri-food complexes.
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In connection with the risks associated with prop-
erty crime, there is a growing need to secure sensi-
tive agro-industrial facilities, such as pharmaceuti-
cal, chemical or food factories, by restricting access
only to verified persons. Biometric facial recognition
offers a promising method to secure access to high-
risk agricultural structures against unauthorised en-
try. Because illegal behaviour can result in serious

negative effects (chemical leak, escape of viruses and
bacteria, theft of regulated materials, etc.). (Hartova
& Hart 2017, Rouast et al. 2019)

It makes sense to leverage the current methods
for recognising a person’s identification by recog-
nising their facial characteristics for this purpose.
Such technologies are primarily implemented
to block access by individuals lacking the proper au-

Supported by the grant support — CZU: Project No. 31190/1414|1633/4134; TACR FW — TREND: FW06010124 — Predictive
maintenance of machinery using statistical and operational data in Industry 4.0.
© The authors. This work is licensed under a Creative Commons Attribution-NonCommercial 4.0 International (CC BY-NC 4.0).

105



Original Paper

Research in Agricultural Engineering, 71, 2025 (2): 105-112

thorisation. Cameras designed for this purpose are
typically equipped with advanced sensors that can
capture footage in a 1 080 p resolution or higher,
functioning reliably in both daylight and night-time
conditions. These systems are usually also coupled
with artificial intelligence and machine learning
algorithms to improve their accuracy and ideally
reduce the rate of false alarms. (Pramerdorfer and
Kampel 2016; Hartova et al. 2018; Al-Obaydy & Su-
andi 2019; Benjamin at al. 2023).

Simple camera systems employ an extra stor-
age capacity that guarantees the formula’s output
for identity identification. Higher-end recording
devices often combine built-in facial recognition
software with compact memory units such as Mi-
cro SSD cards for efficient data management (Mah-
di et al. 2017; Wang et al. 2018; Tan et al. 2019).

One commonly used technique in facial recog-
nition software is the Eigenfaces algorithm, which
leverages Haar-like features to analyse and classify
facial structures. In terms of interference and ob-
structive recognition, facial recognition is a large
and difficult task. Changes in facial expression,
angle rotation, distance to the scanned face, and,
in particular, head and face covers are examples
of these issues. These factors primarily influence
the likelihood of mistaken rejections and the time
required to identify an individual (Nagano et al.
2019; Li and Deng 2020; Vosahlik & Hart 2020).

In addition to camera systems with a facial recog-
nition function, there are other biometric methods
that can be used to protect agricultural buildings.
Fingerprinting is one of the most common biomet-
ric methods because it is highly accurate and reliable,
which is a widely used and proven technology in many
other areas. Today, this biometric security system is
commonly used to protect access to mobile phones or
instead of traditional keys when entering the home.
Compared to facial recognition, which is also a com-
mon part of mobile phone protection, fingerprinting
has the disadvantage that it requires physical contact
with the sensor, which can be hygienically problem-
atic in the agri-food complex. Another possible prob-
lem lies in the possibility of moisture or dirt affecting
the quality of the sensing (Karu & Jain 1996; Jiang et
al. 2006; Yang et al. 2024).

Within the European Union and the General
Data Protection Regulation (GDPR), biometric
data falls into a special category of personal data
where the user’s explicit consent is required, or
the existence of another legal reason, such as secu-
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rity. One of the most problematic areas is to ensure
the maximum security of the data to prevent mis-
use, as biometric data are unique and unmistak-
able, and if leaked, cannot be remedied (Vojkovic
& Milenkovic 2018; Jasserand 2022).

Another important topic when using cameras with
facial recognition is the line between security and
privacy. For example, if cameras are used to moni-
tor an employee throughout their shift, it may be
an invasion of privacy. However, if the cameras are
used only to evaluate entry into secure zones, they
should be ethically acceptable (Smith & Miller 2022;
Beltran & Calvo 2023; Hasan et al. 2023).

Highly organised thieves steal expensive tractors
and loaders. Criminals also steal expensive GPS
guidance tractor kits, which typically cost around
10 000 GBP. While initial claims predicted a 20%
rise in tractor thefts by the end of 2023, the Nation-
al Farmers Union (NFU) Mutual’s latest report from
2024 shows that although tractor theft actually fell
by 9%, there was a dramatic 137% increase in GPS
thefts, highlighting a shift in the criminal focus to-
wards high-value, easily portable farm technology.
Installing such systems can help to significantly
reduce the number of thefts and also to increase,
with the right choice of camera recognition system,
the friendliness of the end users who have access
to the agri-food facility.

The main aim of the article is to evaluate the ap-
plicability and effectiveness of camera systems
in recognising and identifying individuals based on
facial features within an agri-food complex.

MATERIAL AND METHODS

The face recognition camera systems chosen
for the testseries are: HIKVISION (Hangzhou Hik-
vision Digital Technology Co., Ltd., China), mod-
els DS-2CD2H45FWD-1ZS (2.8-12 mm) (B), DS-
2DE7232IW-AE(S5), and iDS-2CD8426G0/F-I1
for professionals. The DS-2CD2H45FWD-1ZS
(2.8-12 mm) (B) is the least expensive of the
aforementioned models and is primarily intended
for use by the general population. The HIKVI-
SION model DS-2DE7232IW-AE is a represen-
tation of a semi-professional gadget. A camera
system designed for professional use in identi-
fying individuals based on their facial features,
the HIKVISION iDS-2CD8426GO0/F-1, is the third
tested gadget.
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Table 1. Technical specifications of the individual cameras
Camera Type Resolution IR illumination Features . ‘Effec.t e

range identification range
HIKVISION iDS- Bi-spectral 1920 x 1080 (visible), Ub 0 5 m face detection, 3.5m
2CD8426G0/F-1 (RGB + IR) 640 x 480 (IR) P dual imaging

to 100 m
HIKVISION DS- 1920 x 1080 auto-tracking, ub
ODE7232IW-AE(S5) T 1Z 1P camera (2 MP) upto150m o ion detection  (racking), 15-25m
(identification)

HIKVISION Ds-2CD- [P Camera with - gqg5., 1590 030 m 120 dB WDR, 0220 m
2H45FWD-IZS (B) zoonZ1 (4 MP) up motion detection

The complete specifications of the individual
cameras are listed in Table 1, and their design is
shown in Figure 1.

The measurement was carried out to find the typi-
cal amount of time required by the camera system
to identify a person. It was important to provide
the most constant settings in order to correctly assess
the average time value of the facial recognition cam-
era systems. A room with white walls that was not
filled with distracting objects (paintings, photos, or
animals) was utilised. The temperature in the room
was kept at 23 °C. With the CEM DT-3809 light me-
ter, the light intensity for the measurement was de-
termined to be 374 lux with a 10% tolerance.

The camera units were positioned on a table and di-
rected toward the centre of the room, where the test
participants entered. While evaluating the systems’
recognition timing, each person opened the door,
stepped into the room, and stood approximately
80 cm in front of the camera lens. After each meas-
urement, the individual exited the space and paused
for 30 sec before the next scanning attempt.

To achieve precise and consistent timing data,
a personal computer was utilised to record how
long the system took to identify each partici-
pant. A maximum window of 10 sec was allocated

(A) (B)

«
“'ﬂml”ﬂ

for each recognition attempt; if the system failed
to identify the person within that period, the at-
tempt was labelled as “unsuccessful’”.

The recorded data reflected the duration required
by the camera system to detect and identify an indi-
vidual based on their unique facial characteristics.
A total of five distinct test types were carried out.
These involved recording the time necessary to rec-
ognise an unobstructed face, as well as the recogni-
tion time when the individual wore glasses. Another
test focused on identifying a face partially covered
by a scarf around the neck and chin, while a separate
scenario examined the recognition with a baseball
cap obscuring part of the face. The final test assessed
how long it took the system to identify a person
based solely on their facial features. Five people un-
derwent the measurement (2 men and 3 women).
Ten measurements were taken repeatedly for each
subject and each gadget throughout each test.
To ensure the utmost level of accuracy, each test
was run twice. Consequently, each test on a single
individual using one device produced a dataset com-
prising 100 recorded measurement values. On all
the devices, all the individuals, and in all the tests,
1 500 recorded readings were assessed in accord-
ance with unpaired ¢-test statistics. The recognition

Figure 1. Tested recognition camera system: (A) HIKVISION iDS-2CD8426G0/F-I; (B) HIKVISION DS-2DE7232IW-AE(S5);

(C) HIKVISION DS-2CD2H45FWD-IZS (2.8-12 mm)
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system already had pre-recorded profiles of the test
persons and the recognition time was examined.

Statistical ~analyses conducted using
the Statistica program, employing unpaired t-tests
for group comparisons and both Friedman’s test
and Kendall’s coefficient of concordance to assess
the conformity and consistency of the individual
measurement results.

(H,): Facial obstructions have no significant ef-
fect on the speed or accuracy of the facial recogni-
tion in camera-based identification systems.

(H;): Facial obstructions significantly affect
the speed and/or accuracy of the facial recognition
in camera-based identification systems.

were

RESULT AND DISCUSSION

The HIKVISION iDS-2CD8426G0/F-1 system
achieved the fastest identification time among
the three evaluated facial recognition cameras (Fig-
ure 2) and consistently delivered the highest recog-
nition accuracy in all the test scenarios. In the test
without any facial covering, the mean recognition du-
ration was 0.87 s. When glasses were worn, the aver-
age identification time extended to 2.06 s. In the third
scenario, where a scarf partially covered the face,
the system recorded an average time of 1.46 s. For the
fourth test, which included a baseball cap as the fa-
cial obstruction, the mean duration reached 3.37 s.
The final test, combining all the previous obstruc-
tions, resulted in an average processing time of 6.09 s.

https://doi.org/10.17221/35/2025-RAE

A mediocre average time value was obtained
for the second device under evaluation, the HIK-
VISION DS-2DE7232IW-AE(S5) (Figure 3).
The device’s average recognition time in the ini-
tial test, which did not cover the face, was 2.04 s
The average time in the second test was 2.87 s
when wearing glasses. These readings reached
2.24 s in the third. The average recognition time
for the baseball cap in the fourth test was 3.68 s.
The average recognition time in the last test,
when all the preceding components were com-
bined, was 6.47 s.

The slowest recognition times were attained
by the third device under evaluation, the HIKVI-
SION DS-2CD2H45FWD-IZS (2.8-12 mm) (B)
(Figuer 4), where 2.87 s were spent in the first test
without a face cover. It reached 5.11 s in the second
test while wearing glasses. The third test, a scarf-
covering one, finished in 4.01 s. It received an av-
erage recognition value of 6.84 s in the fourth test
while wearing a baseball cap. It achieved 8.19 s
in the last and most difficult test as a result of the
application of all the earlier components.

The measured values were subjected to unpaired
statistical ¢-tests using the Statistica program.
The following outcomes were attained by applying
the measured data in accordance with these tests.
Except for a few tests, every test’s P-value was high-
er than 0.05 (P > 0.05). (Table 2). With the exception
of the experiments, we can reject the idea that dif-
ferent devices with varied face masks will provide
equal measurement times.

Figure 2. Results of the average
recognition time by the HIKVI-
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Figure 3. Results of the average
recognition time by the HIKVI-
SION DS-2DE7232IW-AE(S5)

Figure 4. Results of the average
recognition time by the HIKVI-
SION DS-2CD2H45FWD-IZS
(2.8-12 mm) (B)

On the basis of these unpaired ¢-tests, we can- measurements with a comparable measurement
not rule out the possibility that different devices duration. Intriguingly, the Glasses vs. Scarf test
with various face coverage practices may yield type produced the highest equality of the applied

Table 2. Results of the applied ¢-tests

e gfemens  typeatien e Mesne e puli
Cvs.B all elements vs all elements 6.147 6.713 -1.3817 0.215471
Bvs. A all elements vs hat 6.319 7.341 -1.8945 0.055509
Cvs. B glasses vs scarf 2.072 2.097 —-0.0499 0.914754
Bvs. A glasses vs face 2.841 2.578 1.7410 0.068313

A — HIKVISION DS-2CD2H45FWD-IZS (2.8-12 mm) (B); B — HIKVISION DS-2DE7232IW-AE(S5); C — HIKVISION

iDS- 2CD8426G0/E-I (B)
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Table 3. Applied Friedman’s test and Kendall’s conform-
ity test for the uncovered face

https://doi.org/10.17221/35/2025-RAE

Table 4. Applied Friedman’s test and Kendall’s conform-
ity test for all the elements

Type of test

Type of test

and camera Average Sum order Average Stax}d;‘ard and camera Average Sum Average Star}dgrd
rank deviation rank order deviation

system system

Uncovered 019113 191000 2632541 0056482  Uncovered 2.333333  14.0000 8.174426 0.934714

face A face A

Uncovered 516789 164000 1.896264 0395681  Uncovered 1.933333 115000 6.148732 1.455272

face B face B

Uncovered 4 50000 67.000 0798456 0.156127 ~ Uncovered 1.833333  11.0000 7.247148 1.754353

face C face C

t-tests for the HIKVISION iDS-2CD8426G0/F-I
vs. the HIKVISION DS-2DE7232IW-AE(S5).

In the applied unpaired testing with different de-
vices, but the same face-covering concept, the main
finding is that we consistently reject the hypothesis,
with one notable exception. This exception reflects
the device HIKVISION iDS-2CD8426G0/F-1 vs.
HIKVISION DS-2DE7232IW-AE in testing faces
covered by all the elements (S5). In this instance, it is
impossible to reject the hypothesis. In this applica-
tion, both devices show comparable results, howev-
er, with other applications, they drastically diverge.
The assessment of conformity for the individual
measurement results on the exposed face was defin-
itively determined using the statistical tests of Fried-
man and Kendall in the Statistica software (Table 3).

Based on typical recognition times, the de-
vice that is most suited is the HIKVISION iDS-
2CD8426GO0/F-1, which has a rating of 1. Accord-
ing to these tests, the second suitable device is
the HIKVISION DS-2DE7232IW-AE(S5), which

received an average rating of 2.216789. HIK VI-
SION DS-2CD2H45EWD-1ZS (2.8-12 mm) (B) ob-
tained indisputably the lowest ranking with a rating
of 2.842113. In the subsequent graph, you can ob-
serve the concluding mean figures from Friedman’s
assessment and Kendall’s verification test (Figure 5).

The assessment of conformity for each element
in the additional results statistics was explicitly
outlined in the individual measurement results
for the Friedman test and Kendall’s conformity test
used in Statistica software. (Table 4).

It is unclear which gadget would be best giv-
en the typical recognition times. In this in-
stance of identification, the HIKVISION DS-
2DE72321W-AE(S5) and iDS-2CD8426G0/F-I are
nearly on par. With a rating of 2.842113, the HIK-
VISION DS-2CD2H45FWD-1ZS (2.8—12 mm) (B)
unquestionably received the bottom spot. The fol-
lowing graph illustrates the final average values
of Friedman’s test and Kendall’s conformity test
(Figure 6).
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Figure 6 Average values of Fried-
man’s test and Kendall’s con-
formity test

DS-2CD2H45FWD-1ZS (2.8-12 mm) (B)
DS-2DE7232IW-AE(S5)

According to the latest research findings, the sys-
tems capacity to identify an individual is signifi-
cantly diminished by the progressive masking
of facial features during identification. In the ar-
ticle “Deep face recognition imperfect facial data’,
this has previously been discussed. Such studies
address facial detection and a person’s identifica-
tion in great detail. It also contains a portion of the
facial covering and the software’s partial disposal
of it. This study suggests that in order to enhance
the general system recognition qualities, an uncov-
ered face should be used without any items (Elmah-
mudi & Ugail 2019).

This paper shows the results where facial mask-
ing significantly slows down the identification and
also reduces the accuracy of recognising a person.
A similar problem is addressed by the study “Ef-
ficient Fine-tuning Strategies for Enhancing Face
Recognition Performance in Challenging Scenarios’,
which proposes the DPEFT method (Data-Parame-
ter-Efficient Fine-Tuning), which allows for the ef-
fective adaptation of facial recognition models even
when the face is masked. Unlike our study, which
focused on the performance of specific cameras,
DPEFT focuses on optimising artificial intelligence
algorithms. Here, the authors use DPEFT to dem-
onstrate that the appropriate tuning of models can
improve the camera performance in less-than-ideal
conditions. This suggests that, in addition to high-
quality hardware, advanced software also plays
avery important role, which could lead to improved
security systems (Lin et al. 2025)

iDS-2CD8426G0/F-1

CONCLUSION

Among the tested devices, the HIKVISION iDS-
2CD8426GO0/F-1 camera identification system
demonstrated the highest effectiveness for iden-
tification purposes. In contrast, the performance
of the other detectors was significantly lower, mak-
ing them unsuitable for preventing unauthorised
access into the agri-food facilities.

Among the three facial recognition camera systems
that were tested, the HIKVISION iDS-2CD8426GO0/F-
I system demonstrated the fastest and most consist-
ent identification performance across all the sce-
narios. It achieved the shortest average recognition
times, even under varying conditions such as wearing
glasses, scarves, or baseball caps.

The HIKVISION DS-2DE7232IW-AE(S5) system
showed mediocre performance, with recognition
times increasing slightly under face-covering condi-
tions, but still remaining within an acceptable range.

The HIKVISION DS-2CD2H45FWD-IZS (2.8 to
12 mm) (B) system recorded the slowest recogni-
tion times in all the tests, especially when multi-
ple facial obstructions were combined, indicating
a limited effectiveness in challenging identification
scenarios.

We reject the null hypothesis and accept the al-
ternative hypothesis, confirming that facial ob-
structions, such as masks or hats, can signifi-
cantly delay recognition processes and reduce
the accuracy of camera-based identification sys-
tems. The measured data show that when the face
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is disguised, the device’s processing time increases
and negatively impacts the process of accurately
identifying a person.

Consequently, it is advised, in agri-food com-
plexes, based on the findings of this assessment,
that one should avoid the use of face coverings,
as doing so precludes the unmistakable identifica-
tion of the person by distinctive facial character-
istics. Eliminating this step from the identification
process will undoubtedly enhance and raise the bar
for protection against unwanted access.
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